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This work addresses the problem of estimating complete probability density functions (PDFs) from historical process
data that are incomplete (lack information on rare events), in the framework of Bayesian networks. In particular, this
article presents a method of estimating the probabilities of events for which historical process data have no record. The
rare-event prediction problem becomes more difficult and interesting, when an accurate first-principles model of the
process is not available. To address this problem, a novel method of estimating complete multivariate PDFs is proposed.
This method uses the maximum entropy and maximum likelihood principles. It is tested on mathematical and process
examples, and the application and satisfactory performance of the method in risk assessment and fault detection are
shown. Also, the proposed method is compared with a few copula methods and a nonparametric kernel method, in terms
of performance, flexibility, interpretability, and rate of convergence. VC 2014 American Institute of Chemical Engineers
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Introduction

Fault detection and risk assessment are of great impor-
tance in the process industries. These analyses allow one to
detect and quantify risk-prone spots within a processing plant
and then mitigate or eliminate risks to the plant.1 Tools such
as support vector machines,2 causal dependency,3 fuzzy
logic,4 event trees,5 filter-based methods,6 improved kernel
component analysis,7 and Bayesian networks (BNs)8 have
been successfully applied to conduct probabilistic inference,
sensitivity analysis, and detection and isolation of most prob-
able causes of abnormal events. Methods have also been
developed for fault detection and isolation under nonlinear
closed-loop process conditions. In these methods, various
statistical tests along with control system reconfiguration
have been utilized to identify deviations and take proper
control actions to mitigate the risk of such abnormalities.9,10

Calculating risk (probability of an abnormal event times the
severity of the consequences of the event) in a processing plant

whose database has no historical information on the abnormal
event is a major challenge in risk prediction. This incomplete-
ness of plant information can be due to the plant data having
been collected during time intervals when no abnormal event
occurred, or the plant having been controlled so tightly that its
variables never entered into “unsafe” ranges. The severity of
the problem of addressing this data incompleteness increases
significantly when no first-principles model of the plant is
available. The problem of estimating the probability of an
abnormal event whose occurrence has never been recorded is
often referred to as“rare-event” probability estimation.11

There are two major rare-event probability estimation
problems. The more common and easier one deals with the
estimation of marginal distributions of independent variables.
Many approaches have been suggested to address this prob-
lem.12–14 Conversely, the estimation of conditional probabil-
ities of dependent variables is more complicated. To address
this, one needs to calculate joint (multivariate) probability
densities as well as marginal densities. Joint probability den-
sities describe the dependence of effect variables (child
nodes) on cause variables (parent nodes) probabilistically.

Most rare-event probability estimation methods are based
on sampling.15,16 These methods estimate rare-event
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probabilities by drawing large numbers of samples from
appropriate models describing target systems. There are many
variants of such methods for different types of underlying
models. Monte-Carlo (MC) sampling is the core of many of
these methods.17,18 To address the slow convergence rate of
traditional MC methods, modified versions of random sam-
plings have been proposed. Importance sampling uses a
change of measure, takes samples from an alternative distribu-
tion, and maps the outcome to the original space.19–21 Split-
ting methods divide the range of each random variable into
intervals and use random walk to generate rare-event missing
data.22,23 Finally, Markov-chain MC methods are those utiliz-
ing Markov chains to produce a random walk.24,25

Although, the sampling techniques have shown good per-
formance in many applications, they have drawbacks that have
prevented their widespread use. One drawback is that simula-
tion of infinitesimal probabilities using these methods takes
very long times in practice26,27; calculation of a probability as
small as 1028 on a computer generating one sample every
millisecond can take more than 30 years using standard MC
simulations. Another drawback is that they can be used only
when a model exists. In other words, every sample is the out-
come of a computational process that needs a model. In the
absence of a reliable model, when only data are available,
probability density function (PDF) estimation methods are use-
ful to model the behavior of a stochastic system.13 PDF esti-
mation has its own variants, divided into parametric28 and
nonparametric types.29 As shown in this article, despite many
appealing features of existing PDF estimation methods, these
methods are not general enough to address all rare-event prob-
ability estimation problems. Existing multivariate PDF estima-
tion methods are unable to provide acceptable estimates in all
regions where no data have been observed, especially when
the relations among the field variables are nonmonotonic.

In this work, a method of estimating multivariate PDFs that
have maximum entropy (ME) and maximum likelihood (ML)
is presented. As shown herein, although this method provides
continuous probability distributions for continuous random
variables, it can be extended easily to discrete random varia-
bles. To derive such a PDF, PDFs that maximize entropy30 and
likelihood31 simultaneously are sought. Therefore, herein, this
method is referred to as a MLME method of PDF estimation.
The method uses information available in historical datasets to
estimate a global probability rule applicable to all regions of
each random variable domain. Another advantage over exist-
ing parametric and nonparametric methods is that this method
allows for effectively considering higher moments of each ran-
dom variable PDF (e.g., skewness and kurtosis).

The rest of the article is organized as follows. The problem of
estimating the probability of rare events within the framework
of BNs is stated, and its significance is shown using a simple
example in the next section. Some preliminaries are then pre-
sented, followed by the MLME PDF estimation method. The
method is then applied to two examples, and its performance is
discussed and compared with those of several widely used PDF
estimation techniques. Finally, conclusions are drawn.

Problem Statement

In this section, a very simple example is considered to
describe the rare-event probability estimation problem and
show the importance of the problem solution in BN inference.
The example involves two variables, Y and Z, where Z
depends on Y. Throughout this article, each random variable

is denoted by a capital letter and its numerical value denoted
by a lowercase letter. Random variables are assumed to have
five states: Low–Low (LL : ½l24d;l23dÞ), Low
(L : ½l23d;l22dÞ), Normal (N : ½l22d; l12d�), High
(H : ½l12d; l13d�), High–High (HH : ½l13d; l14d�),
where l and d are real numbers, which can be the sample
mean and standard deviation, respectively.

BNs are directed acyclic graphs, which have been used
extensively for probabilistic modeling, especially after Spie-
gelhalter32 proposed algorithms that made probabilistic infer-
ence computationally tractable. BNs can account for the
intrinsic uncertainties hidden in historical data without view-
ing uncertainties as noise. They are very flexible in terms of
training information; they can be trained using many types
of data such as historical data, data from simulated first prin-
ciples, empirical and/or probabilistic process models, expert
knowledge, discrete data, categorical data, continuous data,
and incomplete/censored data, or a combination of these.33

BNs require training information in every state of each vari-
able; in the case that historical data is the only information
from a process, the historical data should include data in
every state of each variable.

BNs rely on training information to construct prior and
conditional probability distributions.34,35 These probability
distributions are building blocks of the network and are nec-
essary for performing inference.36 If the distributions are
estimated solely based on the ML principle, then the fre-
quentists approach37 should be used. In this case, the proba-
bility of the variable Y being in a state sk is defined as
the relative recurrence of the random variable Y visiting the
state sk:

P y 2 skð Þ5 n y 2 skð ÞPm
i51 n y 2 sið Þ (1)

and the conditional probability of the variable Z being in a
state ri given the variable Y in a state sk is defined as:

P z 2 rijy 2 skð Þ5 n z 2 ri; y 2 skð Þ
n y 2 skð Þ (2)

where n denotes the number (frequency) of observed samples
within a specified state. Assume for the example under con-
sideration frequencies of observed samples are those given
in Table 1. Note that in some states no data have been
observed. According to Eqs. 1 and 2, the probabilities of Y
and Z being in these “null” states are zero. However, in
most cases this situation occurs due to small sample sizes
and near-zero (but not necessarily zero) probabilities. For
this reason, these events are called “rare events.” According
to the law of large numbers, the relative frequency of the
observations of a random event converges to the actual prob-
ability of the event when the number of random experi-
ments/observations approaches infinity.

Now suppose that despite zero empirical possibility of
having Y in HH , Y has been observed in this state. Since Z
is a function of Y, it is affected by the state HH of Y. To
calculate this impact (conduct probabilistic inference), we
use Bayes’ rule:

P zjy 2 HHð Þ5 P y 2 HHjzð ÞPðzÞ
Pðy 2 HH Þ 5

03PðzÞ
0

5
0

0
(3)

indicating that such an inference is impossible. Because
Bayesian inference is highly dependent on the availability of
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the conditional and prior probabilities, the probabilistic infer-
ence does not yield a reasonable result for cases for which
no data are available. Knowledge of the probability of such
“rare” states/events is of great importance, as in many cases
a random variable taking an extreme value is indicative of
an unsafe (highly risky) condition. This is the main motiva-
tion for this research that is aimed at: (i) solving the problem
of rare-event probability estimation from historical data and
(ii) using the estimates in probabilistic inference in the
framework of BNs.

Preliminaries

Moments of a probability distribution function

Moments of a random variable (vector) X with a PDF f ðxÞ
are defined as expected values of arbitrary functions of the
random variable (vector). The most common moments are the
first-order moment (EðXÞ or mean) and the second-order
moment (EðX2Þ).38,39 Ordinarily, there are no limitations on
the form of moment functions selected, but polynomial func-
tions are often preferred, because their analytical integral is
more likely to have a closed form.

Let gi ~xð Þ : Rd ! R be a moment function of a d-dimen-
sional random vector ~x5½x1 . . . xd�T�X� Rd with a PDF
f ~xð Þ : Rd ! R1, where X is the domain of ~x. The moment
of the random vector ~x with respect to the moment function
gið~xÞ is defined as:

li5E gi ~xð Þð Þ5
ð

X
gið~xÞf ð~xÞd~x; i50; 1; 2; . . . (4)

For a sample population, the moment of the population
with respect to the moment function gi ~xð Þ is calculated using
sample moments:

li5 n21
Xn

j51

gi ~xj

� �
; i50; 1; 2; . . . (5)

where n is the number of samples of ~xj:

Entropy of a random variable

In information theory, the entropy of a random variable is
a measure of the uncertainty in the random variable.40 In
this context, the term usually refers to the Shannon
entropy,41 which quantifies the expected value of the infor-
mation contained in a message. Shannon entropy of a ran-
dom variable is a measure of unpredictability or information
content of the variable. In the case of a coin with one tail
and one head having equal probabilities, the entropy of the
coin toss is highest. This is because it is not possible to pre-
dict the outcome of the coin toss before tossing the coin.
However, a coin toss with a coin that has no tails and two
heads has zero entropy because the coin toss outcome is

always known and can be predicted perfectly. Most real-
world data fall between these two extremes. So, as the
entropy of a random variable increases, its unpredictability
(uncertainty) increases, and vice versa.

For a continuous random vector ~X with a PDF f ð~xÞ on a
domain X the information entropy is defined as39:

Sð~XÞ5 2

ð
X

f ð~xÞln f ð~xÞd~x (6)

with 0 3 ln 0 5 0. This notion of entropy is similar to the
notion of entropy in thermodynamics. Physically, systems
tend to evolve into states with higher entropy. In the proba-
bilistic context, Sð~XÞ is viewed as a measure of the informa-
tion carried by ~X, and as data are communicated/transmitted
more, they are corrupted with more noise (entropy increases)
and therefore they carry less information.

Method

Given a dataset, to estimate a PDF of a random vector, a
PDF with the following two properties is sought: (a) a
selected set of the moments of the PDF should be the same
as the moments of the available data on the variables and (b)
the PDF should have the highest level of uncertainty
amongst all possible PDFs satisfying the first property. In
other words, a PDF f ð~xÞ is sought that is the solution to the
constrained optimization problem:

max
f

2

ð
X

f ð~xÞln f ð~xÞd~x
� �

(7)

subject to the equality constraints

ð
X

gi
~X
� �

f ~X
� �

d~X5li; i50; :::;m (8)

where li is the ith moment of the sample data. The integer
m is the number of moments of the PDF that the user choo-
ses to match with the moments of the data sample, in addi-
tion to the zeroth moment, l0; which corresponds to the
zeroth-moment function, g0 ~xð Þ: One should always set g0 ~xð Þ
51 and make sure to include this moment function in the
search for the optimal PDF. The zeroth-moment equality
constraint simply ensures that the calculated PDF always sat-

isfies
Ð
Xf ð~xÞd~x5l051. This PDF estimation formulation is a

multivariate version of the univariate formulation introduced
by Zellner and coworkers.42,43 This method determines the
PDF that represents the data and accounts for the maximum
uncertainty that exists in the data. As it does not impose any
prior assumptions on the underlying distribution to be esti-
mated, the method allows for the estimation of PDFs with
minimum bias. The constrained optimization of Eqs. 7 and 8
is a classical optimization problem, whose solution mini-
mizes the Lagrange function:

~L f ; k0; . . . ; kmð Þ5
ð

X
f ð~xÞln f ð~xÞd~x

1
Xm

i50

ki

ð
X

gið~xÞf ð~xÞd~x2li

� � (9)

where k0; . . . ; km are the Lagrange multipliers. The solution
to the optimization problem satisfies the following necessary
conditions of optimality:

Table 1. Frequency (Number) of Y and Z Sample Data in

Each State

State of Z

State of Y No. of Y LL L N H HH

LL 0 0 0 0 0 0
L 38 5 31 2 0 0
N 1093 0 11 1058 23 1
H 16 0 0 1 13 2
HH 0 0 0 0 0 0
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@ ~L

@ f̂
5 0;

ð
X

gið~xÞf̂ ð~xÞd~x5li; i50; . . . ;m (10)

where f̂ ð~xÞ is the estimated PDF. The first algebraic equation
from the left in Eq. 10 yields:

@ ~L

@ f̂
5
@

@ f̂

ð
X

f̂ ~xð Þln f̂ ~xð Þ1
Xm

i50

kigi ~xð Þf̂ ~xð Þ
" #

d~x2
Xm

i50

kili

( )
50;

Using the Leibniz integral rule, the preceding equation
simplifies to: ð

X
ln f̂ ~xð Þ111

Xm

i50

kigi ~xð Þ
" #

d~x50

Therefore,

ln f̂ ~xð Þ111
Xm

i50

kigi ~xð Þ50

leading to the closed-form analytical solution:

f̂ ~xð Þ5 exp 212k02
Xm

i51

kigi ~xð Þ
 !

which can be written in the form:

f̂ ~xð Þ5 1

e11k0
exp 2

Xm

i51

kigi ~xð Þ
 !

(11)

Requiring f̂ ~xð Þ to satisfy the zeroth-moment equality
constraint:

ð
X

f̂ ~xð Þd~x5

ð
X

1

e11k0
exp 2

Xm

i51

kigi ~xð Þ
 !

d~x51;

implies that

e11k0 5

ð
X

exp 2
Xm

i51

kigi ~xð Þ
 !

d~x

There are different ways to calculate the rest of the
Lagrange multipliers. For example, the Lagrange multipliers
can be found by requesting that the theoretical moments
described by the estimated PDF be equal to the empirical
moments evaluated by taking the average over the sampled
data. This procedure is usually referred to as the method of
moments (MM).44 Different versions of MM along with the
generalized MM45,46 have been proposed. Requesting equal
data and model moments seems reasonable by the law of large
numbers—which results from the ML estimation (MLE)
method when the distribution belongs to the exponential fam-
ily. The MLE is a probabilistic approach for minimum-
variance estimation of PDF parameters.47 As shown later, the
use of the MLE to estimate the Lagrange multipliers (model
parameters) requires that all moment constraints are satisfied.

Given sample points that are independent and identically
distributed, using the MLE method, the unknown parameters
(Lagrange multipliers) of the PDF are obtained from:

~kMLE 5arg max
~k

Lð~kjDÞ5arg max
~k

f ðDj~kÞ

5arg max
~k

Yn

j51

exp
�

2
Pm

i51kigið~xjÞ
	

h

(12)

where L is called the likelihood function, ~k is the vector of
the Lagrange multipliers, n is the number of samples, D
denotes the data samples forming an (n 3 d) matrix, and

h5e11k0 5

ð
X

exp 2
Xm

i51

kigi ~xð Þ
 !

d~x

which is often called the partition function. The MLE
method requires the Hessian matrix of the likelihood func-
tion to be absolutely negative definite at ~kMLE . Since ln is a
monotonically increasing function, the model parameters can
also be calculated by maximizing ln of the likelihood
function:

~kMLE 5arg max
~k

ln Lð~kjDÞ

5arg max
~k

2nln h½ �2
Xn

j51

Xm

i51

kigi ~xj

� �( )
(13)

This is usually known as the log-likelihood of the parame-
ters given the data.

Existence and uniqueness of the MLE solution

In this section, the existence and uniqueness of the MLE
solution is investigated. The MLE optimization problem of
Eq. 13 may have multiple local optima in addition to the
global one. A unique solution (global optimum) exists when
the likelihood function is strictly convex. The number of sol-
utions usually increases, as the degree of nonlinearity of the
PDF model increases, the number of parameters of the
model increases, or the size of the data sample decreases.
The number of solutions also depends on the family of dis-
tributions to which the PDF belongs. Since the ME moment-
constrained estimator is from the class of exponential distri-
butions,48 the MLE problem of Eq. 13 is expected to have a
unique optimum (global maximum).49

First it is proven that the MLE problem described by Eq.
13 has a solution. This can be achieved simply by showing
that the system of partial derivatives of the log-likelihood
function with respect to the Lagrange multipliers set to zero
has a solution:

@

@ki
ln L ~kjD
� 	

52n
@lnh
@ki

2
Xn

j51

g
i
~xj

� �
50; i51; . . . ;m (14)

leading to:

@lnh
@ki

52n21
Xn

j51

gi ~xj

� �
52li; i51; . . . ;m (15)

Hence, the model parameters should be estimated by satis-
fying the m nonlinear algebraic equations in Eq. 15. The
right-hand sides of Eq. 15 are simply the empirical moments,
indicating that larger sample sizes do not add any additional
computational burden to the calculation of the model param-
eters, because only moments of the sample data are needed.
The system of nonlinear equations in Eq. 15 that the
Lagrange multipliers should satisfy can be solved using a
root-finding method, such as the Newton–Raphson method.42

Furthermore, according to the definition of the partition
function, h:
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@ln h
@ki

5
1

h
@

@ki

ð
X

exp ð2
Xm

i51

kigi ~xð ÞÞ d~x

52

ð
X

gi ~xð Þ
1

h
exp 2

Xm

i51

kigi ~xð Þ
 !

d~x

52

ð
X

gi ~xð Þf̂ ~xð Þd~x52l̂i

(16)

Therefore, Eq. 14 simply requires that:

l̂i5li; i51; . . . ;m

which implies that if the empirical moments, li; i51; . . . ; m;
are finite, then the likelihood function has a critical point.

Now, this critical point that exists is shown to be a unique
maximum. The entries of the Hessian matrix of the log-
likelihood function are given by:

@

@kk

@

@ki
ln Lð~kjD
� 	� �

5
@

@kk
2n

@ln h
@ki

2
Xn

j51

gi ~xj

� � !

52n
@

@kk

@ln h
@ki

5n
@

@kk

1

h

ð
X

gi ~xð Þexp 2
Xm

i51

kigi ~xð Þ
 !

d~x

 !

52n
1

h

ð
X

gi ~xð Þgk ~xð Þexp 2
Xm

i51

kigi ~xð Þ
 !

d~x

1n
1

h2

ð
X

gi ~xð Þexp 2
Xm

i51

kigi ~xð Þ
 !

d~x

 !

3

ð
X

gk ~xð Þexp 2
Xm

i51

kigi ~xð Þ
 !

d~x

52n

ð
X

gi ~xð Þgk ~xð Þf̂ ~xð Þd~x 2

ð
X

gi ~xð Þf̂ ~xð Þd~x
ð

X
gk ~xð Þf̂ ~xð Þd~x


 �

52n E gi ~xð Þgk ~xð Þð Þ2E gk ~xð Þð ÞE gk ~xð Þð Þ½ �

52nCoV ðgi ~xð Þ; gk ~xð ÞÞ; k; i51; . . . ;m

(17)

where CoV ða; bÞ is the covariance of two random numbers
a and b. Equation 17 indicates that the Hessian matrix is
symmetric and strictly negative definite for every value of
the vector of the Lagrange multipliers, implying that the crit-
ical point is a unique maximum. Equation 17 also indicates
that the use of larger-size samples (larger n) gives the likeli-
hood function a sharper peak, allowing one to calculate the
maximum with less number iterations. In summary, the MLE
solution of the moment-constrained ME problem is exactly
the same widely used MM where l̂i5li; i51; . . . ;m.

Selection of moment functions

The type of the moment functions not only affects the
estimated density functions, but it can affect significantly the
computational complexity in the parameter estimation and
the calculation of probabilities using the resulting PDF mod-
els. For a systematic selection of the moment functions, a
criterion-based algorithm is suggested. In the MLME PDF of
Eq. 11, if each gi ~xð Þ is replaced with a truncated Taylor
series expansion of gi ~xð Þ around the expectation of ~x; then
the problem of looking for proper gi ~xð Þ moment functions is
converted to that of finding an optimal order of the trunca-
tion for each of the expansions:

~kMLE 5arg max
~k

L ~kjD
� 	

5arg max
~k

Yn

j51

1

h
exp 2

Xm

i51

ki ai1bi~xj1~x
T
j ci~xj1 . . .

h i !

5arg max
~k

Yn

j51

1

h
exp b01b1~xj1~x

T
j b2~xj1 . . .

� 	

where b0; b1;b2 . . . are constants to be estimated. For sim-
plicity, one can seek equal truncation orders, denoted by O,
for all of the moment functions. With this simplification, the
search for the moment functions is converted to a search
for an optimal truncation order, Oopt , that yields the best fit
of f ~xð Þ to the data. Measures like mean square error (MSE)
and ML are often used to find an optimal level of the model
complexity (Oopt ). It is known that ML estimates tend to
over-fit data, if model complexity exceeds a certain limit.50–52

Such a limit exists here as well. However, since this optimum
usually occurs at a high level of complexity at which the MSE
and ML measures are insensitive to the complexity, a method
is proposed herein to find an optimal value of the truncation
order (Oopt ) that provides adequate complexity/nonlinearity at
a reasonable computational cost. A plot of the natural loga-
rithm of the likelihood function at ~kMLE vs. the order of the
truncated Taylor series usually shows that the natural loga-
rithm approaches a limit as the order of the truncation
increases. This implies that an optimal truncation order (Oopt )
can be calculated, for example, by using:

Oopt 5arg min
O

@ln Lð~k
0

MLE ðOÞjDÞ
@O

2a

 !2

(18)

where Lð~k0MLE ðOÞjDÞ is the maximum of the likelihood
function using an Oth -order truncated Taylor series expan-
sion of every gi ~xð Þ; i51; . . . ;m. a is a positive scalar design
parameter; a higher value of a leads to a lower value of Oopt

and lower computational complexity and time needed to esti-
mate PDF parameters and use the estimated PDFs. Therefore,
the MLME PDF estimation provides a goodness-of-fit mea-
sure that can be used to systematically evaluate the advan-
tages and disadvantages of selecting each moment function.

Application to Two Examples

In this section, two examples are considered to show the appli-
cation and performance of the MLME PDF estimation method.

Example 1: A bivariate BN

Consider two random variables Y and Z described by:

Y � N 0; 0:25ð Þ (19)

Z5cos Yð Þ1eð0; 0:01Þ (20)

where Nð0; 0:25Þ represents a normal distribution with a
mean of 0 and a variance of 0:25. eð0; 0:01Þ is white noise
with a variance of 0:01 (a normal distribution with a mean
of 0 and a variance of 0.01). The BN of this example is
shown in Figure 1. The MLME method of PDF estimation is
applied, and the resulting MLME-estimated PDF is com-
pared with PDFs estimated from the same dataset using Stu-
dent’s t and Gumbel copulas and the method of kernel.53,54

Student’s t and Gumbel copulas were chosen, as they repre-
sent two distinct classes of elliptical and Archimedean copu-
las, respectively, and the kernel method is a widely used
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nonparametric approach to probability estimation. All of
these powerful methods have been extensively used to esti-
mate the behavior of uncertain variables.53,54

First, 100 samples of Y are generated followed by 100
samples of Z using Eqs. 19 and 20. Figure 1 shows a scatter
plot of the 100 (Y, Z) samples. When the random numbers
are discretized into the five intervals (states), Low–Low
(LL ), Low (L), Normal (N), High (H), and High–High
(HH ), according to the rule described in the second section,
the marginal probabilities given in Table 2 are obtained.

As can be seen in Table 2, none of the samples are within
an LL or a HH state. Therefore, when there is an evidence
that lies within one of these states, no inference can be
made. However, as shown in Figure 2, when there is an evi-
dence that lies within a state other than the LL and HH
states, partial inference is possible. Note that this network
was constructed using Netica,55 which does not show states
that have zero probability. To be able to conduct complete
inference, the MLME PDF estimation method with Oopt 57

is used herein to estimate complete PDFs of the Y and Z
from the 100 samples. A few low-order moments of the ran-
dom variable Z, and the combinatorial random variable ~X5

ðY; ZÞ are given in Table 3. Figure 3 shows that as the order
of the truncations, O, increases, the maximized logarithm of
the likelihood function converges to a higher limit. Figure 3a
compares the true fZ zð Þ described by Eq. 20 and the fZ zð Þ
estimated using O 5 2, 4, and 6. Probabilities of the random
variables Y and Z being inside the selected states/intervals
are calculated using:

P̂ðy 2 siÞ5
ð

si

f̂Y yð Þdy (21)

P̂ z 2 rjjy 2 si

� �
5

Ð
rj

Ð
si

f̂Y yð Þf̂~k zjyð Þdydz

P̂ðY2siÞ
(22)

where si and rj denote the ith state of Z and the jth state of
Y, respectively.

Comparison with conventional copulas

Copulas are a class of multivariate probability distribution
functions primarily defined for continuous random variables
and used to estimate multivariate PDFs.56,57 They are partic-
ularly useful due to the fact that they use a predetermined
dependence structure between the random variables, indicat-
ing the extent to which random variables are dependent on
each other. This dependence structure is reflected in the
form of the copula cumulative distribution function (CDF),

Figure 1. Scatter plot of the 100 (Y, Z) samples.

[Color figure can be viewed in the online issue, which is

available at wileyonlinelibrary.com.]

Table 2. Marginal Probabilities (Relative Frequencies of the

Samples) of Y and Z Being in the LL, L, N, H, and HH

States

States

Variable LL L N H HH

Y 0.000 0.039 0.932 0.029 0.000
Z 0.000 0.063 0.915 0.022 0.000

Figure 2. Bivariate BN for Y and Z trained with 100 samples in Netica.

(a) Normal operation network, (b) Predictive inference (evidence is for Y), and (c) Diagnostic inference (evidence is for Z). [Color

figure can be viewed in the online issue, which is available at wileyonlinelibrary.com.]
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denoted by C, or its equivalent PDF, denoted by c, which
are related to each other according to:

c u1; . . . ; udð Þ5 @dC u1; . . . ; udð Þ
@u1 . . . @ud

(23)

C is actually the probability integral transform of a multi-
variate PDF; that is, it develops a multivariate CDF over the
marginal CDF of individual random variables of interest.

After choosing an appropriate copula, its parameter(s) are
adjusted with respect to the available data. This copula is
then utilized to estimate a multivariate PDF using:

f x1; . . . ; xdð Þ5c u1; . . . ; udð Þ
Yd

i51

fXi
xið Þ (24)

where f and fXi
are multivariate and univariate marginal

PDFs, respectively, and

ui5

ð
Dxi

fXi
xið Þdxi; i51; . . . ; d (25)

with Dxi
being the domain of xi: There are several families

of copulas. The elliptical copulas that are based on well-
known multivariate distributions (e.g., Gaussian copula) and
Archimedean copulas (e.g., Frank and Gumbel copulas) have
been used widely to estimate multivariate probability func-
tions.58 Despite their many advantages such as low computa-
tional complexity and the ability to capture nonlinearity,
conventional copulas are only applicable to random variables
whose relationships can be described by monotonic func-
tions. This weakness is a result of function parameter(s) of
copulas, which are supposed to describe the degree of corre-
lation between random variables based on the covariance of
data and its derivatives.59 Since the covariance between two
random variables can only capture monotonic dependence

(as in linear or logarithm functions), it cannot describe the
true dependence in cases where nonmonotonic dependence
exists.

Herein, the joint PDF f ðy; zÞ is estimated from the same
dataset using Student’s t and Gumbel copulas for the bivari-
ate case:

Ct;v u1; u2ð Þ5
ðtv

21 u1ð Þ

21

ðtv
21 u2ð Þ

21

1

2p 12q2ð Þ
1
2

11
y22qyz1z2

v 12q2ð Þ

� �
2 v12ð Þ=2dydz

(26)

CGu u1; u2ð Þ5exp 2 2ln u1ð Þð Þq1 2ln u2ð Þð Þq½ �
1
q

n o
(27)

where u1 and u2 are defined according to Eq. 25, v is the
degree of freedom of the univariate Student’s t distribution
(t), and q is Spearman’s rank correlation:

q5
CoV ðu1; u2Þffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

Var u1ð ÞVar ðu2Þ
p

with Var ðXÞ denoting the variance of random variable X.
The multivariate PDF of the random vector ðY; ZÞ is then
calculated using Eqs. 23 and 24, where the marginal PDFs fY
and fZ are obtained using a nonparametric kernel method,60

also described in the next section. Figures 4a, b, and c com-
pare three PDFs (multivariate MLME estimated PDF, and
Student’s t and Gumbel copulas estimated PDFs) estimated
from the same data, with the data. The circles represent the
actual data, and the solid line contours represent the esti-
mated bivariate joint PDF of random variables Y and Z. Fig-
ure 4a shows the estimated PDF by the MLME method
using a seventh order of truncation. Compared to the actual
PDF shown in Figure 4e, the MLME PDF can capture the
nonmonotonic behavior of the sine function around Y 5 0.

Table 3. Moments of Z and (Y, Z) in an Increasing Order of Moments, Calculated Using the Data Samples Given in Figure 1

Moment Function z0 z z2 z3 z4 z5 z6 z7 z8 z9

Moment value 1.000 0.745 0.621 0.520 0.452 0.397 0.357 0.325 0.301 0.283
Moment Function y0z0 y z y2 yz z2 y3 y2z yz2 z3

Moment value 1.000 0.062 0.745 0.338 0.010 0.621 0.113 0.126 0.027 0.520

Figure 3. (a) Univariate MLME PDF estimated using different truncation orders and (b) Log-likelihood of the PDF of
Z, MLME estimated with different moment orders.

[Color figure can be viewed in the online issue, which is available at wileyonlinelibrary.com.]
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As the copulas use the covariance matrix of Y and Z to cap-
ture the correlation between these variables, as can be seen
in Figures 4b and c, Student’s t and Gumbel copulas fail to
predict the actual behavior of the data inside and outside the
range of the data. In summary, the copula functions are inca-
pable of providing estimates that agree with the PDF of the
actual data.

Comparison with nonparametric Kernel method

Kernel density estimation methods are a subclass of non-
parametric density estimation techniques in which a simpli-
fied probability distribution called kernel is considered for
each sample point. A weighted sum of these kernel functions
over the entire sample set is then the kernel density
estimator60:

f̂ ~xjHð Þ5
Pn

j51KH ~x2~xj

� �
n

5

Pn
j51K Hð Þ21 ~x2~xj

� �� 	
n:det Hð Þ (28)

where f̂ is the PDF estimated using a kernel method with a
scaled kernel function KHð:Þ, Kð:Þ is the kernel PDF, and H
is called the bandwidth matrix of the kernel function KHð:Þ.
The bandwidth matrix is estimated by minimizing a measure

of the error between the sample and estimated PDFs. Exam-
ples of such measures are the mean integrated square error
or the mean integrated absolute error. Kernel estimators are
applicable to both univariate and multivariate problems. In
the univariate case, H is a scalar, generally known as a
smoothing parameter. Kernel density estimation methods are
not considered model-based in the sense that no closed-form
model is used to describe the underlying PDF. However,
they require kernel models. As when expressing a function
in terms of eigen functions, a PDF is expressed in terms of
kernels; that is, as a weighted sum of PDFs (kernels), where
each sample point is observed in Rd.61

In practice, the kernel estimators have shown satisfactory
performance and stability for random vectors with low
dimensions only. For higher dimensions, however, estimating
the optimal bandwidth becomes increasingly complicated.
Another shortcoming of the kernel methods is that their rate
of convergence with respect to sample size n is lower than
that of their counterpart parametric methods (n2c compared
to n21 where 0 � c < 1Þ.62 This means that with small sam-
ple sizes it is not possible to remove nonsmoothness caused
by individual data points. A large increase in the smoothing
parameter may eventually lead to oversmoothness and

Figure 4. Contour plots of estimated joint PDFs of (Y, Z) and samples shown by the small circles.

(a) MLME PDF estimated using a seventh-order truncated Taylor series, (b) PDF estimated using Gumbel copula, (c) PDF esti-

mated using Student’s t copula, (d) PDF estimated using nonparametric method of kernel, and (e) True PDF. [Color figure can be

viewed in the online issue, which is available at wileyonlinelibrary.com.]
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valuable information loss about the underlying PDF such as
multimodality. As a result, to obtain smaller estimation
errors, larger sample sizes should be used, which can lead to
a very large analytical expression without a closed form.
However, in the case of the MLME estimation method single
sample points are not taken into account individually, but
their cumulative properties are compacted and exploited in
the collective form of moments. Conversely, as described in
Eq. 17, the use of larger-size samples (larger n), not only
does not decelerate the probability estimation, but also gives
the likelihood function a sharper peak, allowing the maxi-
mum to be calculated with fewer iterations. However, it
should be noted that increasing the degree of connectivity of
nodes (not necessarily the network size) affects the parame-
ter estimation step by increasing the number of parameters
needed as coefficients of the multivariate polynomial
moment functions defined in the previous section.

Kernel density estimators also have the same disadvantage
that copula methods have; their constant parameter matrix
for the multivariate PDF estimation cannot capture nonmo-
notone behavior in historical data, resulting in the estimation
of PDFs that describe uncorrelated random variables. Fur-
thermore, in kernel methods, even though the bandwidths are
calculated to obtain the PDF with minimum error inside the
region where samples are taken, the predictions made by
kernel methods outside the observed zone are unreliable,
unless the variables are monotonically related. Therefore,
unlike the MLME method, the kernel methods do not intro-
duce a general solution to the rare-event probability estima-
tion problem.

To estimate the bivariate PDF of Y and Z, bivariate Gaus-
sian kernels with a smoothing parameter equal to the square
root of the data-based covariance matrix of the random num-
bers are used herein. As can be seen in Figures 4d, the non-
parametric kernel method also fails to predict the actual
behavior of the data outside the range of the data. However,
since the kernel method uses an averaging algorithm to esti-
mate probability values, its predictions are reliable locally
within the range of the data.

Figure 5 compares the posterior conditional PDF of vari-
able Z given Y observed in its HH state, estimated by the

MLME method, the Student’s t and Gumbel copula methods,
and the kernel method. As can be seen, the only reliable esti-
mation is that of the MLME method. As mentioned earlier,
due to the nonmonotonic dependence of Z on Y, covariance-
based approaches are unable to capture the actual relation
hidden in the data. This inability increases in regions distant
from the mean of the sampled population.

Example 2: A process example

Consider the stirred heating tank shown in Figure 6. A
steady-state first-principles mathematical model of the pro-
cess is:

q Fi2Foð Þ50 (29)

qCP Fi Ti2Trð Þ2Fo To2Trð Þð Þ1Q1e150 (30)

Fout 5
h1=2

R
1e2 (31)

PDFs of the root nodes (independent variables) of this pro-
cess and the two noise signals are given in Table 4. This
first-principles model is used to extract the causal relations
among the variables to construct a BN, to generate a normal
operation dataset, which plays the role of historical dataset
in this example, and finally to describe the actual behavior
of the process to be compared with the behavior predicted
by the estimated MLME PDFs.

PDFs of the independent variables and white noise signals
are chosen such that the random samples fall entirely in their
normal operation states. The reason behind this selection is
to replicate the situation where the information available in
the historical data includes no faulty operation records. This
allows determination of whether the MLME PDF yields cor-
rect predictions when no abnormal-condition data is present.

Figure 5. Comparison of posterior conditional PDFs of
the random variable Z given its parent (Y) in
its High–High (HH) state, when no data in the
state HH provided by the historical dataset.

[Color figure can be viewed in the online issue, which is

available at wileyonlinelibrary.com.]

Figure 6. Schematic of the heating tank example
(Example 2).

[Color figure can be viewed in the online issue, which

is available at wileyonlinelibrary.com.]

Table 4. Probability Distributions of Root Nodes (Variables)

and Noise Signals in the Heating Tank Example

Variable or Noise Distribution

Fi Normal (0.01, 1026)
Ti Normal (25, 1)
Q Normal (106, 105)
e1 Normal (0, 431028)
e2 Normal (0, 0.25)

AIChE Journal March 2014 Vol. 60, No. 3 Published on behalf of the AIChE DOI 10.1002/aic 1021

http://wileyonlinelibrary.com
http://wileyonlinelibrary.com


Figure 7 shows the BN representing the system’s normal oper-
ation data. As in the bivariate Example 1, each observed region
is split into three state; Low (L), Normal (N), and High (H).
Using the MLME method, the states for each variable can be
extended to a level satisfying our design needs by adding the
Low–Low (LL ) and High–High (HH ) states. All states are
defined according to the rule stated in Section 2. Inference is
conducted using the Netica software of Norsys Corp.55

After estimating complete joint and conditional PDFs using
the MLME method, inference (from evidence) can be con-
ducted using the BN. Once the network is provided with evi-
dence; that is, probability distribution(s) of evidence node(s)
are set according to the evidence, the probabilities of all other
nodes are updated. These updated probabilities are indeed pos-
terior probabilities. Two types of studies can then be con-
ducted. If one is interested in how the evidence has altered the
probability distributions of the nodes/variables that are affected
by the evidence node(s)/variable(s) in the BN, the inference is
called a “predictive” inference. Conversely, if one is interested
in how the evidence has altered the probability distributions of
the nodes/variables that affect the evidence node(s)/variable(s)
in the BN, the inference is called a “diagnostic” inference. The
diagnostic inference can be used for fault detection.

To quantify the difference between the posterior and prior
probabilities of each variable, a useful measure is the relative
Kullback–Liebler divergence63 that is applicable to both con-
tinuous and discrete random variables and to individual proba-
bility values as well. For a node Xj, the RKLD is defined as:

RKLD Xj
5

KLD XjPw
j51KLD Xj

(32)

where

KLD Xj
5
Xr

i51

PXj;i
log

PXj;i

QXj;i

� �
(33)

where PXj;i
and QXj;i

are the prior and posterior probabilities
of the ith state of node Xj with r states, respectively. w is
the number of nodes of the network under consideration.

KLD can be viewed as the expected value of log
PXj

QXj

� 	
with

respect to the prior probability PXj
. If the prior probability of

a state is zero, its corresponding term in the KLD expression
is zero, since 03log 0ð Þ50.

Forward inference (Prediction)

In the context of predictive inference, the variable with
the highest RKLD value is the variable mostly affected by
the applied change (evidence). Hence, this index can be used
to perform risk assessment. Outcome of such an analysis
together with the costs of the associated abnormal events can
be used to quantify risks. Such an analysis can be imple-
mented offline and online. Offline predictive Bayesian infer-
ence is a powerful tool for risk assessment and risk scenario
development, as it provides valuable information about most
probable consequences of changes applied to the system and
can be utilized to detect or remove risky features from proc-
essing plants. Online (real-time) predictive Bayesian infer-
ence can provide important information about the
consequences of an observed evidence. This information can
be used immediately to take a series of preventing actions
leading to loss reduction.

Figure 8a shows the BN of Example 2 with updated (pos-
terior) probabilities when the inlet flow is at its HH state,
and Figure 8b shows the corresponding RKLD values of the
nodes. The RKLD values indicate that when the inlet flow
moves to its HH state, its most severe effect is on the water
level, h, with a probability of more than 50% being in the
HH state.

Backward (diagnostics) inference: Fault detection

The RKLD values can also be used to identify: (a) the
most-likely cause root variable/node whose change has led
to the observed evidence fed to the network, and (b) the
most likely state of the most-likely cause root node. After
identifying the most-likely cause root node for the evidence
(root node with the highest RKLD value), for each state i of

Figure 7. BN of Example 2 trained using complete PDFs estimated using the MLME method to cover the extreme
states, LL and HH, as well.

The shown probabilities are normal operation probabilities. [Color figure can be viewed in the online issue, which is available at

wileyonlinelibrary.com.]
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the most-likely cause root node Xmlc the difference between
the posterior and prior probability of the state i is calculated:

dXmlc ;i
5QXmlc ;i

2PXmlc ;i
; i51; . . . ;m (34)

where dXmlc ;i
; QXmlc ;i

, and PXmlc ;i
denote the deviation index,

and the posterior and prior probabilities of state i of the
most likely cause node for the observed evidence. As
implied by the definition, a positive value of the deviation
index indicates an increase in the probability of state i;
larger values indicate greater contributions of the abnormal
event to the state.

Figure 9a depicts the BN of Example 2. The probabilities
given in this figure are updated (posterior) probabilities cor-
responding to the evidence that To is in the state L. The cor-
responding calculated RKLD values shown in Figure 9b
indicate that the most-likely cause root node is Q. Figure 9c
showing the differences between posterior and prior proba-
bilities of the states of Q points to the state of N of the root
node Q having the largest prior-to-posterior probability
change. An interesting implication of constructing a BN
model from the historical data can be seen in this example.
Although the inlet temperature, the rate of heat transfer to
the tank, Q, and the inlet flow rate, Fi, all affect the outlet
temperature, To, but do not have equal contributions to the

changes observed in the outlet temperature. As Figure 9a
shows, given the evidence of To being in the LL state,
change in the Q’s probability distribution is higher than the
changes in the two other parents of To. Therefore, backward
Bayesian inference identified a change in Q as the most
probable cause of To being in the LL state. Similar argu-
ments can be made to find the most deviated state from Fig-
ure 9c. Figure 10 compares the posterior probabilities of the
parents of the node To given To in its LL state and calcu-
lated using two different historical datasets for calculating
the parameters of the network. The blue bars represents pos-
terior probabilities calculated by a network trained by one
million samples drawn out of the system’s governing equa-
tions, while the green bars represents posterior probabilities
calculated by a network trained using the MLME completed
conditional probabilities. This figure clearly reveals the high
reliability of the MLME PDF estimation method for use in
probabilistic inference.

Conclusions

The problem of rare-event probability estimation was stud-
ied. A moment-constrained, ML, maximum-entropy method
of multivariate PDF estimation was proposed. This method

Figure 8. (a) BN of Example 2 showing updated (posterior) probabilities when evidence Fi in HH was given to the
network and (b) RKLD values of the five nodes.

[Color figure can be viewed in the online issue, which is available at wileyonlinelibrary.com.]
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is superior to other widely used approaches such as copula
densities and nonparametric kernel methods because it
applies when relations among the variables are nonmono-
tonic. Copula and kernel estimators, despite their power in

capturing highly nonlinear behavior, predict poorly in
regions where no data have been observed. Another advant-
age of the MLME method is its capability in replicating the
complex behavior of probability densities in a natural way

Figure 9. (a) BN of Example 2 showing updated (posterior) probabilities when evidence To in LL was given to the
network, (b) RKLD values of the three root nodes, and (c) Differences between posterior and prior proba-
bilities of the most-likely cause root node, Q.

[Color figure can be viewed in the online issue, which is available at wileyonlinelibrary.com.]

Figure 10. Diagnostic Bayesian inference with 1,000,000 samples and with the MLME estimated network.

(a) Posterior probability distribution of Fi , (b) posterior probability distribution of Q, and (c) posterior probability distribution of

Ti . [Color figure can be viewed in the online issue, which is available at wileyonlinelibrary.com.]
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using moments introduced by the sampled population. The
MLME PDFs are highly interpretable in terms of their
closed-form formulas using the statistical properties of the
data itself (skewness, peakness, etc.). Moreover, since PDFs
estimated by the MLME method belong to the class of para-
metric PDFs, the convergence rate of the method is higher
than other nonparametric PDF estimation methods.62 To take
advantage of the likelihood function as a goodness-of-fit
measure, a method of selecting the moment functions was
presented. Finally, unlike nonparametric methods, the com-
putational load of the parameter estimation step of the
MLME method is not affected negatively by the number of
samples being processed—primarily because MLME PDFs
use cumulative characteristics of data in moment values
rather than individual data points. Larger sample sizes yield
steeper peaks for the likelihood function, which lead to com-
putationally faster optimizations.
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